HOW TO LEAK A SECRET

Ron RIVEST, ADz SHAMIR, YRAEL TAUMAN
MIT WEIZmpi WE22mANN

moTIVATIoN: A POLITICIAN/EXECUTIVE/EMPLOYEE

WANTS To LEak A [QoT STORY To A JOURNALIST

OfTionS: = MEET OR SgnND Reﬁuwa/ewckrhea mar
= SEND A DISITALLY SIGNED EMATL
= USE AN ANONYMIZER
~— USE A GROUP SIGNATURE S<HeEmE

ok - - UVSE THE NEW RING SIGNATURE SCHEME

GROLVE RING

GROUP SIsnNATURES VS RING SIGNATURES

J TRUSTED  CEATER NO CENTER

JNrTIRL SETUP Ne  SETUFP

I SPECIALIRED KEYS STANDARD RSA KEYS

J ANoNYmITY Revochon No ANeNIMITY RivocATod
€RINGS ARE DYNpmicC

(oEFsiED 8y ANY mm@

GROVPS mUSTBE PRESPECIFIED
(DEFINED BY THE CENTER)

EFFICIENCY OF NEW SCHEME:

ONE MODULAR EXPONENTIATION +
ONE murTaeLicATioN PER RING MEMBER +

ONE REGULAR ENCRYPTIoN per RING MEMZER

(m PREVIOVS GROUF? S.‘LG‘NQTURES)Z

AT LERST ONE ™MODULAK Exeowzmﬂmﬂ/mzmaea\
/

OTHER (APPLICATIINS:
EFF1cienNT DENIABLE (DESIGNATED VERIF1ER)

SIGNATURE  S<HEME

SECURITY OF NEW S<HEME:

— PROVABLY EQUIVALENT T0 FOgGERY RESISTANCE
OF THE UNDERLYING SIGNATVRE SCHEME
IN TRE RONDom ORPcLE MODEL

~ UNCONDITIONALLY SIGNER- HMBIGUoUS

THE NEW SCHEmE: (FIRST ATTEMPT) ¢
FACN MEMBER HAS AN RSA KEY:
LI SRR 1 (ni=h-{:)

(gjmpu,:m,qq ASSUMPTIOA: PLL KEYS RAVE Same (i

THE SIGNATURE I$:

X,< Z"H , %%y X2
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DEFINE - .

\71 - ;('z (m\qnh m.,') / 722 )(: (M mz)/'; y&:)(&?(dd\kj

THE VERIFICATION CONDITION:

3(‘11)77_ " 7[‘) i

NHERED 1S UNIQUELY INVERT1BLEe wWrTw

RESPECT To ERACH ONE OF ITS TNPUTS




A TECRNICAL PROBLEM:

—EACH USER MAS A DIFFERENT pomnm[on)
— ENCRYPTIONS HAYE ANOTRER DompIn o 2)

TO UNIFY THE DOmA1NS:

= oFr Qr:’ w<m1lm!;.“1"\f)‘ ’
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- To sion waen Awgws A oven Ll x
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X=X, i+x’ o"‘_«n-x2 m:= + -H(j
NOwW SIeN

SEPRRATELY EFACH OF xq'--xJ.
LERAVING xj

UNCHANGED

TIF THE ORIGIAPL SIGNATURE SCNEmE IS
A TRAPpoor FPERMUTATION OVER [o}”\‘.)}

THE EXTENDED S1GNATURE 3SCREmg Is A

TEAPpooR PERMUTRTION OVER ThHE UNIFIED

" CONCRETE EXAMPLES: (‘h"‘c‘z("‘“ “*))&

ADDITION : * 7& +

e m (OVER THe IiEGens)

Xo0R: Y @Y,® @ Y em (RS BINARY $TrLbs)

<haanin: PROP(1,@-P( OP(¥y )))) (R 4 Rancom foans

THE SECLORITY REQUIREMENTS:

COMPLETENESS: AAY MESSAGE CAN BE SI16NED

BY ANY mMEMBER OF THE GROUP

SoUNDNESe: ondLY MEMBERS OF THE GROUP

<AN SIGN MESSAGES

5
[012) ANoNYMITY: IT 15 (INFoRmnnorJ THEORET20RL))
IMPOSSIELE To DETERMiNE WHIcH membeg
PRODUCED A GIVEN COLLE<TIsn OF STIGNRATYRES
© PROOF OF

PERFEST ANONYmM1TY IN RABIN Sclgay,
THIS ARGUMENT IS M1SLEADING'

CoNSIDER A FIXED M AND TWo MEMBERS,
AND ™MARX ALL THE VALID SIGNATURES?

Xa

I IXE (o), %5 (el mo) [ = m
THE QLGORIT M

~<hooSE oNf OF X, Xg UNIFORMLY FRom 175 ReWsE
- IF ﬁ&‘o:.u-r:oﬂ FOR ©THER VQRIQBLE/REPEw

— OTHERWISE, CHOOSE UNIFORMLY ONg OF POSSZBLE
VALVES O0F OTHER  VARIRELE, RAp oVurPyr
THE PAIR OF (X),Xg).

CAN You DISTINGUISH BETWEEN THE <r,)§55~?6
In GENERAL, YES:

%
FosszRL
COLUTTe,

THEOREM: ASSUME J CONSTANTS C,, <y ST

Xy

VY HoR120NTAL (TAES, #S0LUTIONS= O V C,

Y VERT1cAL LINES, F* SOLUTIONfS O V Gy
[REméRK: THE cLam 15 INCORRECT IF O REPACD gyg

THEN THE Two CRSES ARE PERFECTLY

INDISTINGUISHABLE, AND THUS wWE HRAVE

INFORMATION THEORETICAL ANONYMTTY,

pRoof: BY THE m™MARBLES
ASsUME THAT TNERE RRE 2Y

1 DUCkess
o/g MARBLE! o -

AND BUCKETS ARGUMEAT:
MRARBLES.

o
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Qo ©
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3 BUCXETS - ; <
o/12. MARBLES \ oS,
¢ER BUCKET o3

[THe PRoor Faxus Ir emPry BUCKETS Mo @ SINGLE MARAE]




InN OUR SCHEME:
14
DN TV /Y L A

~TF e=3 [RSA SIGNATURES] THE SOLVED

v, HAs © oR | POSSIBLE VALUES, AND

Twus THE k PossiBLE DISTRIBUTI0NS ARE
PERFECTLY 1ND1STINGUISHRBLE.

-1F e=3 [RRBI SIGNATURES] The oo

V. HAS O OR 4y USURAL SOLUTIONS
AND VERY RARELY 2 SotuTrons, ANp THS

THE &k PiSTR1BUTIONS RRE STAT1ISTICALLY
INDISTINGUISHABLE.

-IN BoTH CRSES, THE ANONYMITY IS
INFORMATION THEORETIC, EVEN RAGAINST

R POWERFUL ADVERSARY 7¥eY kNowS ALL THE
FRCTORIRATIONS.

°P§Loo;= OF SODUNDNESS: TRICKY: '

(D PROBLEM \yi1TH ADPDPITION:
STGNATURES FOR y-GRoUPS CAN BE FORGED:

m= X2 x; > x§ . ,(;1 [OVER THE INTEGER]

TF Vo x}<m,  AD> FORMmAL MODULT:

e (k)2 5 (e )

COUNTERMEASURES: INVALIDATE WHEN X; ARE

SMALL, 9R USE NIGHER EXPONENTS.

@ PROBLE™ WITH XOR: FREPARE
x* (m,)l X (m!), x: ("‘1) : 13 |m]

USE LINEAR ALGEBRA (Mo 2) To FIND
Jom |

A SUBSET OF ~ = VALUES THAT XOR To M
COUNTERMEASURES: DISALLOW LARGE GRoUPS.

@ TRE CHRINED CONSTRUCTION:
PROVAFLY SECURE IN THE
RANDom oRpcLE MODEL

THE PROPOSED RING STIGNATURE SchEME:
(US1MG RABINY SIGNRTURES):
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- THE RING CAN Bc SUCSESSFULLY CloSep
BY ANY ONE 05 175 MEMBERS

7
S } (ng)

- THE SCHEME IS SymmMETRIC ROTATZINALLY
~THE SYMMETRY CAN 8F BROREN &Y Forcal® oNg vaLUE To 0,

ta LINEARTIZED FORM OF THE RiING:

£ ? T
6, [Sneeg, [Seee, [shov]]]-v
THE FokmuLA CAN BE SIMrLIFIED FOR Veo:
VA 1 R
srin)@- oF, [ 5;(eE, (m)]} o
EACH USER L <AN Sorve IT BY FIXING

(=1 ) "in

SE(m)@ &[5, n o | [healie)

WHICH HAS TNE GENERAL FORMm:
5; () = AR L2 B

WE <ALL THIS @ROCESS

AND  SOLVING For §;:

GAP  BRIDGIJG




SPECIAL <CASES:
A RANDOMIZED RSA

C WHNEN THIS 15 FoRCEP TO FERO:

EM")[ﬂ @ 5'(n)<0 => st(m)= H(M)

A DESISNATED VERIFIER SIGNATURE SCHEME:

Ez i(

D~ 3, "\swpn)
\_F,_)

WREN TH1S IS FoRCED TO ZERe:

s* () = B 52 ()] &= 55 (™) J{(m)[s (m5)]

~ EITHER The SENDER OR THE RECEIVER AN
GENERQTE  THE S1IGNQTURE.

- THE RECEIVER KNoews HE pibd'y SIpy
~ A THIRD PARTY FINDS THE TWo <ASES INP1STINGUISHBLE

SCheme:

(—S (m.)

S, ( RE<Ezq

OTHER GAP BRIDGING STRUCTURES:

NN
: £ —_—
8k USE ALTERNATIN G
¢ 2 € > @5 (),
cl—= w
u L L - I1tH SomE ImpPosED

EQUALITIES BETWEEN
Row AND colL YALUES

2

5
OUTLASE OF THE FORMAL PROOF OF SECURITY:

VERzIF1caTIonN <oNDITION:
15 (mein), P (o, @P (Yo @ - (% OP(N)) ) m

ASsume THAT P IS ImpPLemEATED RS A RANDIm ORRuL

Moy Mg, }”‘%—l |
“ "[:‘——.

VAL
STEHATURE =~ x,,
oF m

ASSUME w/LG!
THE ORR<LE 15
ASKED EACH

QUESTION ONCE

wWE WANT To
TRANSfoRM R To B.

m.m. mn
v, "k

USES As
o B 2] £S A
SUBROUTINE , AND
PROVIDES TTS R
FACTORIZATIOA AND P/F* 1ReuTsS

OF 8NE oF ThE m,

e

-

i
THE SEQUENCE OF ORACLE CALLS

Ps), f(

CONSIDER

P(2)), F (2e) 0, P (Ra)

- GIVEN TRE FINAL SIGNATURE X, Xy -, X4

WE <AN TIDENTIFY THE k USEFUL CAWLS.

- DEFtNE THE <CRuUciAaL <ALL RS THE LAST
TT wAKES IT POSSIBLE To WRITE:

' -1,
2 mem)@ P(V) = P (V")
x; ( ) r\()/(

ONE OF THEM
IS THE LAST USEFUL
ChLL, AND THE OTHER
IS THe LAST RUT ONE
USEFYL <CARLL (IN THe

USEFUL CALL,

_ ascume ThAT P(Y)=W' 15 THE LAST USEFUL
caw, ANp  PH(y”)=W" IS THE LAsT 8Ur ok Ui

WE WANT To KEEP ALL THE FIRST k-t USEFUL
CPLLS UNCHANGED, Bur CHANGE THE VPLUE RETURIG

BY THE CRUCIBL CALL INTO A RANDOMLY CROSEN
SQUARE: wW'@ w”= (Wr). m;) STVEN X, NE FRCrR Y




i

' ThE OVERALL STRATESY: g
— GUESS WHICH mMopvLLS m; Wiwe Bg
INVOLVED 1IN THe CRUCIAL CALL.

— PREPARE A RANDOM SQUARE RE (mad )

— GUESS THE #CALL WHICH wiLL BE CRUCIAL

— GUESS THE # cALL WHIch WILL BE LAST Burodf

— RUN THE ALSORITWMA WITH RANDOm ORACLE

VALUES, ExcEpT AT THE CRUCIAL STEf:

p(2,), Pz, (%) 62y, F(2) P2
A e

CRU<IAL

USefuL  USELESS La;LEgU,, USELess  USeLEss (W’)
o
/ N
W) ANSWER
WiTH

_ .
W=w OR""(N?)

— THE PROBABILITY THAT OUR GUESSES RARE
CORRECT IS POLYNOMIALLY LARGE

— IF THEY RARE CORRECT, WE GET TWO SQUARE
ROgTS OF THE SAme f; AND THUS FACToR M,

3
' EXTENSTONS AND APPLICATIONS: ‘
— proviNG INNocENCE:

USER { CHOOSES EACH X;  j#i PSEUDORANDOMLY
FRom SEED S, .

To PROVE THAT j IS NOT GUILTY, { REVEALS Sy.
- CONFESS1opN ¢

USER & CHOOSES ALL THE X; , j#¢ PSEUDORANDONY
FRom S£ep §.

To PRoVE THAT HE 15 THE SOURCE ¢ REVERLS §.
— MULTISOURCED LEAKS -
1 DisTINCT SoUrcES <AN CROSSE Tie %

S0 THA7 THEY LIE ON A LoW DEGREE Pouynomiar

(J, = m.-"t)

VERTF1ER
— DESIGNATED CONRIBMER SIGNATURE SCHEME:

THE SENDER SINS WITH GROWP iSENDER)REqNEr\})
[ALL CASUAL EMATIL SNOULD BE SICNED THIS way! ]
~ TURNIAG SUCH SIGNATURES To REAL SIGNATURes:

REVEAL (0R ESCRoW) THe RECEIVERS INNOCENSE.




