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HOW To TRANSFoRM RAnY SIGNATURE
SCHEME 2P AN EFFICIENT
oNLINE/OFFLINE SIGNATURE SCHEME

ADT SHAMIR  THE WETZMANN TNSTITUTE
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RANDOM MESSAGL
SEfD
(oFF Li»fE‘ STORASE |oNLINE
PR —> SIGNATURE
PHASE PRASE
CAN  BE  SWoulD ps SHoOULD B¢ SHoLp BE
SLow SMALL FAST SMALL

- SOME S16NATURE SCHEMES HAvVE A
NATURAL DECOmPOSITION

— EVEN GOLDREICH MICAL1)90]  FRoVIpe
A GENERAL TRANSFORMA Tron  wWiicH 15
INEFFICIENT IN PRACTICE.

A NEW ToO0L: TRAPDOOR HASH FUNCTIOoNS
- INTRODUCED T4 KRAWCRYK AND Rnau[oo]

— USED To CONSTRUCT <HAMELEON STENATURES
R(m R) Is RSSOCIATED WITy PUBLIC ANp PRIV
) KFYE

- koW (EpP6E OF THE PUBLIC KEY ENRBLES

EVALUAT1o8, BUT COLLISIONS ARE HARD To FIND,
R(m, m)« R(me, )

~ KNOWLEDGE OF THE SECRET KEY MAKES 17

EASY To FInND FoR ANY My M, M,

A coLLIPING Ty
~ SEVERAL I PLEMENTATIONS ARE KNOWA

— IN SOME IMPLEMENTATIONS (COLLISTON FINDING

REQUIRES GONE MULTIPLICATIAN AND ONE Paparsed

FOR TECHNIcAL REASONS, WE NEED

THE ODDITIoONAL UNIFORMITY PROPERTY:

FOR ANY GIVEN M,,n,,mg, THE CoLLTSTON
FINDING ALGORITHM COMPUTES AN M,

SUCH THAT R("‘.,n,)=ﬂ(mglnz) IN SUch A
wWAY TMRT WHEN M, IS UNIFdRmLy DISTRIBUTD,
N, IS PERFECTLY /STATISTICALLY/ ComPUTATIMALY

INDISTINGUISHABLE FROM RANDOm DISTRIByUTroN

REMPRK:

TT 1S NOT REQVIRED THAT GIVEN oNE <CorLif1o)

I7T REMAINS DIFFICULT To GENERATE AppITIONAL
CoLL3ISTONS,

Id FACT, 1IN RLL THE CONSYRUCTIONS KNOWLEDGE
of A SINGLE COLLISION REVEALS THE SEcRET KEy.

L)

EXAMPLES OF TRAPDOOR WASH FUNCIIoNS
-GMRI%"] CLAwW FREE FuUNCTIONS

~ SCHEMEgS BRSED ON TNE REPRESENTATION
PROZILEM:

Remm=a™ & (mod P)

— ScHEMES BRSEp oON FACTORING:

p»(”"‘,ft), jm-n. (M ,,._:P.U

— ScHemES BASED oN  MULTIVARIATE
ALGERAIC ExPRESSIONS
(KEEPING RESULTS <ONSTANT IS
POTENTIALLY EASTIER THAN SOLVING
THE EQUATIONS E(@’;E)’_\!




HOW TO FIND COLLISToNS IN

m o

&(m,n) =9 (mwﬂ mﬁf-j) , ognrem

ﬂ(m,)n,):Q(m\t/nz) (med )

rmloﬂ, ngnz

3 =

(e =)

ca &

&=

.m,.2&+ R'T= ’“‘2'2&1’&2 (M 'f(m,))
Y
k
n, = (M, ma.z)-z +n, (e Lr(m))

— WHEN f, 1s RANDOm  So 15 R,
~ THE DIFFERENCE BeTwWeeN M AND Uf(m)
7¢ NEGLIGIBLE

— CoLLISTon FINDING REQUIRES oNE MODULAR Y
® REDUCITON OF A SWIFTED VALWE, AND 0JE ADDITIOA.

THE STANDARD PARADIGNM: HASH/S16N
s(k(m,n))

THRE NEW PARADIGM: HQSH/SIG»\I/SNITCH

~THE OFFLINE PRASE: CHOOSE RANDOM
m' n', AND ComPuUTE S(ﬂ("“', "(’))

— THE ONLINE PHASE: GIVEN AN ACTUAL M
FIND A <oLLISION ﬂ(fm, ﬂ)’ p\(’m', ﬂ')

AND SEND THE PRECOMPUTED SIGNATRE MdR

ADVANTAG £5:
— THE S1RE OF STaNATURES oNLY DOUBLES
—THE ONLINE COMPLEXITY CAN BE ONEX ONE +
~ THE SIGNATURE SCREME Is INLY APPLIED

To RANDom MESSAGES CHOSEN LANTIRELY BY
THE SIGNER, S0 fi ChoEd MESAGE frracks on

THE FoRmAL SECURITY CLATM:

THEOREM: LET (6, g)v) BE A SIGNATURE SCHEME
AND LET (I, H) BE A TRAPDOIR HASH FAMILY,
DENetE BY (6,5, v') Tue RESULTANT o;JLme/OFFLIﬂr
SIGNATURE SCHEME.

Supeese At (G S,V') Is ExrsTenTIRLLY
FORGERBLE BY A Q-~ADPPTIVE CHOSEN MESSAGE
ATTAck IN TIME T WITH SVCCESS PROPAPILITY & .
THEN  ONE - OF TNE FoLLowWING <RSES HoLDS:

@ 3 PROBABILISTIC ALGORITNM THAT GIVEN A HASH

K€y ¥k, FINDs <oll1sions oF p‘m: IN TIime

T+ T+ Q'(TH*LT.Y) WITH SUCCess PgoDﬂBILIW?—%.
@ THE ORISINAL SIGNATURE SCHEME (G,S, V) is

E X3STENTIALLY FoRGEABLE BY A GENERIC Q-<HINFA

MESSATE PTTACK T4 TrmE ‘r'-tQ'(_f'n*TaL)"T:

WITH SUCCESS FROZRRTLITY -3--;% A

THE PROOF TECKNIQUE (SzmeLIFred):

— CONSIDER A SUCCESSEYL PROBABILISTIC FORGER K’

— DENOTE BY Iﬁn[}:" THE QUERIgs IT SENDS
To THE wwagngW SIGNATURE ORACLE, AND BY
{(h, o)} THE SI6NATURES I PRODUCES.

= ptote By m (n,Z) THE New MESSAGE AND
SieNATURE PROBUCED BY F' (Y, m,emf)‘

- WE KNOW THART Pﬂoa(v(ﬂ.(wln)j g)=1)éa

~So AT LEAST ONE OF THE FoLlonzNG INEQUALITIE Nep
pros(V(A(™n),€)<1 a> 3; |A(m, n‘)=p\(n,n)}_=,-§

paos (v (A(m) £)<1 w0 Yo k(e ) Almfs &

=IN THE FIRST CRSE, WE BUTLD A COLLISION FINDik A
BY CHOOSING OWR OWn SECRET/PUBLIC KEYS FdR(‘,S,\Q
WHNICH ENRBLES US T ANSWER TWE STGNATUREL QUeR 3¢5

~IN TRE SEcond cnft‘, WE BUILD A GENFRIC FORGER F
AGAINST THE oRzGINAL (G,5,V) BY Choosaé oug
OWN  SEcRET/PUBLIC KEYS For (I,K), AND Cheesye &
RANDOM (v ;) suck ThaT R(w! mf) wiec e The
INPUTS TO THE SIGNING ORACLE S.




~F Now SIMULATES THE &-ADAPTIVE FORGER F’
(RCTING AGATNST (6,5, V')) T THE Forlowine e

WHREN F' MAKES THNE TH QUERY TO The
StenaTURe ORACLE, WITH MESSABE ™ F FoNDs
M; SUCH THAT R(m‘-,ndvﬁ(m‘!,qtj)

(BY USING THE KNOWN TRAPDIIR KEY oF ﬂ)
AND PRACEEDS WITH THE FPRECOMPUTED
ssewaturRe (R, ;). WITH PRoBABILITY 2 &

/
F IS Assumed To FIND A NEW m A (7 5) g7

Viat g R_(m\,aht ﬂ(mi/ r))

S 1S A VALID SIGNATURE OF Q(’”t,!y WRT(GSY
/

—CO"’SEQUENTLYI F SUu<cEEps Iy FORGING B

NEW  STGNATWRE For A NEW messace (R("”;“))

WITH PROBABIL1TY a% By USiNe oNly

GENERIc (NON nbeprrve) INTTIAL QUERIEY
To THE SIGNING ORACLE S OF Twr orzGzNpL
SIGNATURE  SCHEME (5, 5,V).




