DIFFERENTIAL CRYPTANALYSIS HISTORY OF THE DES

OF THE FuLL 16-RoUND DES
' - DEVELOPED AT 1Bm 1N

EARLY 20’$
ADI SHAMIR - INCORPORRTED  NSA-SUFFLIED
APPLIED MATH DEFT DESIGN CRITERIA
THE WETZNANN INSTITUTE - ADOPTED BY THE nNBS (_mﬁ)
ISRRAEL IN 1933

- REAPPROVED EVERY & YEARS

(SoINT WORK wWiITH ELT BIHAM ) — Ao SMIBE  USE, ESPECIALLY
IN BANKING APPLICATIINS.
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A BLOCK -ORTIENTED CRYPTOSYSTEM
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Figure 22 The F' function of DES
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SorERe
WHAT MAKES A PATTEAN P’ G0OD?

{. THNE VARTovS Sme INPUT Q1T
MoDIFIcATIONS SMOULD INTERFERE
RATHER THAA ENNANCE THE
RESUL TaNT outPuT MOBIFICATINNG,

2, THiIS BERAVIDUR SHouLfp BE ThDEFEWDEST
Of THE CHoTcé or KEv.

3, THIS BERARYIoUR SNOULD MAPFPEN WITH
A H1€H PROBASILITY,

KNOWLEDGE OF TANPUYT @ IMmPLTES
KNOoWLEDGE of outruT &) EVERYVHERE
IN TNE DES EXCEPT AT THE
s-Boxes (WwieH ARE THE OMLY

doN- L INEAR PARY oOF THE sy's"rgm).

\ rff'!l.j‘.’ ity ve

- THERE ARE GY x6Y =YQ9C POSSIBLE
PAIRS OF AP UTS To THE S-Fox,
-THNEY cAN BE GReUPEP ToeSETHER
1dT0 G4 SETS, EAcH HAVINEG R
commors (B VALUE.

=THE Gy PPAIRE N EACH SET NAVE
&M POSSIBLE  outPur @I EAcH
BEIANG A U-RIT QUANTITY,

THIC STRULCTURE IS SUmmPARIZED M
A "PARIRS @ DICTRIBUIION TABLE"

Input Output XOR

XOR |0: 1, 2, 3, 4, B, 6 Ty 8 92 A, B, C, D, E, F.
0./64 0 0 0 0 0 0 0 0 0 0O O 0 0 O @
.90 0 0 6 0 2 4 4 0 10 12 4 10 6 2 4
2,/]0 0 0 3 0 4 4 4 0 6 8 6 12 6 4 2
.14 4 2 2 10 6 4 2 6 4 4 0 2 2 2 0
4| 0 O 6 0 10 10 6 0 4 6 ¢ 2 8 B 2
5| 4 8 6 2 2 4 4 2 0 4 4 0 12 2 4 B
6.1 0 4 2 4 8 2 6 2 38 4 4 2 4 2 0 12
]2 410 4 0 4 8 4 2 4 8 2R 2 4 4
8|0 0 0 12 0 & & 4 0 6 2 8 8§ 2 2 4
30 4 6 0 12 6 2 2 8 2 4 4 6 2 2 4
31| 4 8 2 10 2 2 2 2 6 0 o 2 2 4 10 8
32,14 2 6 4 4 2 2 4 6 6 4 8 2 2 8 0
33: | 4 4 6 2 10 § 4 2 4 ¢ 2 2 ¢+ 6 2 4
34.(0 8 16 6 2 0 012 6 0 0 0 0 8 0 6
35,12 2 4 ¢ 8 0 0 014 4 6 8 0 2 4 0
3.2 6 2 2 8 0 2 2 4 2 6 8 G 4 10 0
3702 2 12 4 2 4 4 10 4 4 2 B 0 2 2 4
3810 6 2 2 2 0 2 2 4 6 4 4,4 6 10 10
3F, | 4 8 4 2 4 0 2 4 4 2 4 8 3 B2

Table 2: Partial pairs XOR. distribution table of S1

A CHARACTERISTIC 1S A LABELIANG
Of SOME CONSECUTIVE ROUNDS OF
THE DES wiTH @D’'EP VALUES.
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REMARK: THE PRoBAB!Lsr7 1S MNARD
T0 cOMPUTE DUE TO THwg DEFPENPENCE
BETWEEN SUPKEY BiITS Bur 1N PRPCYIcE

_ EASY To ESTIMATE DUE To THE EXCELLENT

RPIDOMIBING NATURE OF THE pES.




( Qp =(L,0) )

A'=0,

Fan
L
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F a' =0, always
L
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( . Qr =(L,0:) )

A one round characteristic with probability 1

( Qp = (L',04 00 00 00.) )
'

. A'=4008 0000, | i a’'=04000000. with probability f—;-‘}
"= P(0A 00 00 00,) | f

on.

@‘_ = (L' 40 08 00 90_, 04 00 00 Ol‘.lzD

A ore round characteristic with probability lT

t Np =40 5C 00 00 04 00 00 00, )

1

A= 4000000, [ ] = 04000000,
= P(0A 00 0000,)

with probability 1

B'=04000000. [ | ¥=00340000, | with probability 12

=P00100000;) L_—__[

always

with probability 1219

X D' = 0400 00 00, &' =00 54 00 00.

AL B =40080000, [ 7 | ¢'=04000000,
L= |

with probability &

T
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( iy =40 5C 00 00 04 00 00 DO, )

The five round characteristic with probability about —

0000
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1
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I

with probability L

5 €' = 40 08 00 00. F ¢ =04 00 00 00.

i
( Q= 40 08 00 00 04 00 00 00, )

The three round characteristic with probability 4

ITERARTIVE CHARRPCTEKINITCY

WE WANT A STRUCTURED WAY To
CoNSTRUCT GOOD CcHARACTERI(TICS

OF ANY LENGTH,

TWo CHARPCTERLSTICS <AN BE€
CONCOTENRTED IF THE SWAPFED
OUTPUT & @ oF Twg FIRST 1€
EQUAL TO THE TINPUT D oF TuE
SECOND. THE comBLyEp PRoDAZIUY

I¢ THE PRODUCT oF THE INDIVIOUAL
PREBABILETIES,

AN ITERATIVE CHARACTERISTIC
1S OoNE WNICH ¢AN BE conearalaTep

WITH 37¢eLr (ARBITRARILY MANY

@ = (3,0) = 18 60 00 00 00 00 00 c@

i
X A'=0 i F | a'=10 always
[ Lo
A B'=0 | F V=q= with probability about ﬁ
3 L I" 10600000,
'

@‘=(D.¢]=CO 90 00 00 19 60 00 OED

The iterative characteristic
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How Te FIND GOOD CHARACTERISTICS

- INPUT D’'S WNICH conTA LN PMANY

1’¢ PRE UNLIKELY To LERD To
W16H PROBAFILITY <CHARASTERISTICS,

- INfUT D€ WITH A SmrAay NUMBER
of A's ¢cAN BE Fouasp BY R
cComPyteR SEARCH,

- Goop cNARACTERISTICS €PN BE

FOUND BY uWAsD SIMULATIONS
AIDED BY <$omg PLAUSIHLE MeURICTiC(:

4. USE odLY (ARCE ENTRIES To THE

PAIRS @ DISTRIRUTION TrRABLES,

?. USE oMy A’S  \iNZoM ENTER
ADTACE M T c=pexfFT,

» Y 4] 15" 80
B.LIMIY THE SEARSE ONLY T4

STRuUeTURSC winger ApPp ALl v Eis

DY THE wplowN €-EeX pESIZy RN ES.

THE OLD RESVLTS
(ANN QUNCED AT <RYPTO 90):

Rounds | Complexity | Memory | Time on PC |
(ciphertexts) | (K bytes) | (seconds)
4 h - -
6 28 100 0.3
8 218 460 120
9 2% 2 100
10 2% 2 100
11 236 =~ 100
12 2% ~ 100
13 |- ~ oW
14 2% = 100
15 252 ~ oW
16 gos
Feal-8 2000 300 120
GDES 16 10C 0.2

Table 1: Summary of the eryptanalysis of DES

OTHER OLD RESULTS
(ANNOUNCED AT CRYPTO 90)_.,

Results

DES with independent subkeys

-

. Eight rounds are breakable as in dependent subkeys.

16 rounds are breakable in 26! (instead of 27%%) steps.
‘Weaker DES variants

DES with a changed order of the S boxes.

DES with addition operations instead of XOR operation.

DES with random S boxes or changed S boxes.

I

LA .

The modification of the P permutation by any other per-
mutation or function cannot affect the results.

Feal-N

7. Feal-N with N < 31 rounds is breakable faster than ex-
haustive search.

Hash functions
8. Snefru with two pass is easily breakable.

9. The nHash variant with six rounds (instead of eight
rounds) is easily breakable.




I1HeE NEW RESU(LTS =
(DECEMBER  1971):

— WE CAN GET ONE MORE Romvo
“FOR FReege”

— WE DO Nor NEED LPRGE
COUNTER ARRAYS

= WE CAN ATTACK SYSTEMS
WNICH VUSE FREQUENT KEY
CHANGES

- THE Mg® ATTACK CAN BE
APPLIED JITH ANY NUMBER
OF CHOSEN CLEARTEXTS, WITH

A LINEHRL7 CROWING PROBARNLY

AR

== 2IHL CHOSEN CLEARTEXTS ARE

ENCRYPTED,
- 99.9 2 OF THE CIPHERTEXTS
ARE TMMEDIATELY ELIMINATED

~ TNE REMAINING 23‘ CIPNERTEXTS
ARE ANALYSED IN 237 Trme
AND NEGLIGLBLE SPA<E.

~THE ANALYSIS <AN BE CARRIED
6UT GN A PARALLEL MACHINE.

~THE ANALYSIS CAN BE TINCREMEN
E.G., WHEN 227 cipuerTexTs me
CHOSEN FRom 2'° CANDIDATES ThE
AlALyS1s TIme 1 93° PN Twe
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Figure 1: DES with Wmunds
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HOW TO FIND THE PROPOSED KEYS

WE ASSUME THAT THE GIVEN PAIR
OF CLEARTEXTS (P,f*) wITH
POP =P=(A,¥) 1s A RIGHT
PAIR, GIVING RISE Yo ALL THE ASSUED
INTERMEDIATE @ VALUES.

CONSIDER TNE FIRST AND LAST RouwbS:

Ky Kis
A Filey He| Ry g
L ?
pevvnL AcTuAL
INPUTS TO InfFUTS To

ERACH s.Dox
ARE Kaiovel

f.,dr_‘l«! C=Miex
ARE Kelewnl

G4 PosS1BLE KEY VALUES ENTER EACH S-Box
ABout f (4 vALuEs) Wier PRoDuUcE
THE ASSUMEP D'€p ouTrPuTs, AND THUS
4829'® xeys ARE SUCOESTED By EITMEK F.

HOWEVER, SINCE THE SAME BIY VAWES ARE
USED TN BOTH F, M £,c THE KEY 1S ALMOST UNIQUE.

Output
XOR
(S16)

Possible
Inputs
(511)

1
2
3
4
7
8
D
F

03, OF, 1E, 1F, 24, 2B, 37, 3B

04; 05, 0E. 11, 12, 14, 14, 1B, 20, 25, 26, 2E, 2F, 30, 31, 34
01, 02, 15, 21, 35, 36 :

13, 27

00, 08, 0D, 17, 18, 1D, 23, 29, 2C, 34, 39, 3C

09, 0C, 19, 2D, 38, 3D

06, 10, 16, 1C, 22, 24, 28, 32

07, 04, 0B, 33, 3E, 3F

Table 5: Possible input values for the input XOR 51} = 34, by the .Olllr
put XOR (in hexadecimal)




S box input | Possible Keys
06, 32 07, 33
10, 24 11, 25
16, 22| 17, 23
iC, 28| 1D, 29

Table 6: Possible keys for 34. — D, by S1 with input 1., 35 (in hexadec-
imal)

S box input | Possible Keys
01, 35 03, . 37
02. 36 00, 34
15, 21 17, 23

Table 7: Possible keys for 34, — 3, by S1 with input 21,, 15, (in hexadec-
imal)

How To GET A FREE FIRST ROUND
Ky

Ao Fley

¥V Is Now-ZER0O ONLY AT THE INFUTS
To 3 S-Boxes, Amnp THUS A CAN BE
"0"-1‘&3'::\1' TREIR L OuTeuT BITS,
INSTeap OF USING PAIRS OF <LEARTETS,
13
WE COdSIDER STRUCTURES WITH £ CLEARS:
P = RANDOMN Cu-BIT CLEPRTEXT
) e o
PeP@® (_",”.‘ ﬂ Pj = 9'1'!-(,‘5.' ¥)
WHERE Y, V") Yyyye RARE ALL THE
PocctmEe VALUES AT THOSF 12 O0UFPyT FZLTS,
12

I z Py
CLEARTEXTS

24 - 4_ = 1%

pA |
WE <oNSIpDER THE 3 PPIRS (Pc’, ‘}*)

WiTH @: P (v, @V, ¥) =(¥, ¥), WHERE
EACH Vi o<cURrs EXACTLY @' rimes.

el

HOW CAN WE QWICKLY FinDp TNE
. RIGHT PAIRS Amon€ THE 900 @'s 2

TRYING ALl OF THEM WILl MAXE THE
ATTACK (L0 ER THAN EXMRYSTIVE SEARMN

TWo
MEVE&, In THE LPST,ROUNDS WE HAVE:

o b 4
&
F“-
© Y
UL

HDY G

Y IS NON=ZERO ONLY AT 3 S-B0X LifUTs,
ANp THUS € IS BERO AT 20 B1Ts.
SINCE G 1S VISIBLE AT TNE 09U7PUT,

- ]
oNly 2 22 or wne 2 Ppags aee
LIKELY To PASS THIS FILTER, WHILE

TNE COsT orF nFPL’IJG THE FILTEK
s yust g%,




HOW To FINd 7we QY=g
INTERESTING PRIRS:

- SorT (or HASH) ALL z“ MESSAGES
BY THE 20 RELEVANT RrI7s (WLF,
ASSUME THRT THESE ARE THE RRo
MmoS? SIGNIFICANT BITS),

= EACH POSSTIBLE 29-BIT VALUE oCcuURS

wiTH 2% pROBABILITY, AND THus
MULTIPLE OCCVYRKENCES AKE VERY
RARE,

=SCAN TNE SORYED LIST AND EXTRACT
ALL THE £ P PAIRS FRom EACH
MULTLPLE O0CCURENCE oFf Tl SomE
2o B1r VALVE.

= FINDING THE ~1¢ PAIKS OUT or';rug
2™ cAWDIDATE PAIRS TAKES OFLY 9 reme.

NEW DEVELOPMENT:

N MAY 4993/ MITSURY MATSUZ

MITSUBISHT

FROmM LABS jﬁpﬁN)

ANNOUNCED A NEw KNOWN MESSAGE

14 ROUND Des
bz

ATTASX ON TNE FULL

wWHOtE CompLExiTY 1S ALSO 2

23




