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STRUCTURAL CRYPTANALYSIS

- STUDIES WEAKNESSES AsSCoC1nTED WITH
GENERAL  BLICK DIASRAMS RRTHER ~HAaN
PARTICVLAR <Hoizce OQF OFPERATIONS

— AFPLICABLE Ta ™MANY CONCRETE  SSHEMES

— HELPS DeverLoPE A GENERAL THEGRY

EXAmpLES:

— FEISTEL STRVCTURES

- DOURLE ENCKRY@T10N

— CHAINED MODES of OPERATION

NHAT 1S THE SASAS SCHEmE?

— SRSAS IS NOT A <RYPTOSYSTEMm WHICH
"WAS  PROPOSED, STANDARDIRED, OR USED
BY ANY PRRTICULAR RESEARCHER

- SASAS <omBINES MRANY DeSTGN PRINcIPLes
WHICH ARE BELIEVED To LER) To
STRONG  <RYPTOS YsTemS

— THE GOAL Of <TNE RESEARCH IS To IDENTIFY
THE ExACT NUMBER OF ITERATIOANS YRICK
SEPARATE WEAK AND STRONG VARIANTS




THE STRUCTURE OF SASAS:

THE STRUCTURE OF SASAS:

TYPICAL SIRES:
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SASAS <oMBINES STRONG TNGREDIENT

= USES SPANNON'S IDeA OF RALTERNATING
CoNFUSTIoN /DIFFUST10d  LAYERS

= USES LARGE S ROXES WHICH ARE Nov

LIKgeY To RE DESENERATE

— UsEs SBox€s RAND AFFINE

AT TRE VAR1I0US LOCATIOANS

DIFFEREAT
MAPPINGS

— USES QFFINE MAPPINGS OVER Brrs RATHER
/
THAN AFFINE  mAPPINGS OVER BYTsS OR
PERMUTATIONS OVER BrTs:
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= Uses UNKNoWN AND KEY DEPENDeNT
SBOXES AND AFFINE MAPPiN s

= USES A HUGE EFFECTIVE KEY LENGTH
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THE STRUCTURE OF SASAS:
TYPICAL SIRES:
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A 4Yxy ARRAY X, 3\? o Xy OPERPTIONS!
of BYTJES ~XOR A KEY To
Xs % [% | % EACH BYTE
- A 19 ROUND Xy | Xpo | X0y | 12|  —aPeLy AW SBox
To EACKH BYTE
SRYPTOSYSTEM Xy | X Y15 X

T PRCIRER = LINEARLY m1a
? oo iai THRE CoLUumnS
— PATARIN'S ALSERRAIC 2R PuBLIC KEY
QAY P ToCYSTEM: ASAS A  WHERE THE

STMILAR DESIGNS TN THE LITcRATRe:

— mANyY S-f NETWORKS
(Tyeically WiTH KNOWN S P ELEMENTS,
KEY XOR'€Ep To0 INTERMEDIATE DATA,
Mo RE ROUMDS)

— THE AES CANDIDRTE RlIJanEL:

WITH KOWN  OPERATI SN S . — ROTRTE THE ROWS

A'S ARE UNKkNowN LINERR mAPPIA ¢S
TNE S'S ARE UNKNOIWN  mULTIVPRIATE

QURDRATIC POLYNOMIALS. THE RESULTANT
Y~DESREE MULTIVARIATE POLYNOMIALS RARE PuBlzc Kfy
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PREVIousLY KnNowd ATTACKS:

THE SQUARE ATTACKk on RPIJNDAEL

— USES THNE FACLT THAT
1S BYTe ORIENTED

TNE PERMUTATION

~ USES THE Fact THAT TRe Row ROTATIONS

DISTRIBVUTE A SIANGLE cotUMN AmonG

ALL THE <ColUMNS
~USES THE FAcT THRT THe COLUmMN
LiNear mAPPINGS ARE INVERT1IALE

—USES THE FACT THAT ONE ADprToNnL
ROUND cpN BE "“PEELED oOFF" By

GUESSING RelRTIvELY F@W KEY BITS
NONE  OF THE ARoVE 1 RPPLICABLE To
oUR SASAS SscHeme.

BTHAM'S ATTACK 6N PATARIN'S SSHEME:

=~ RATTACKS
SiMeLER

ASASA WNIch 2S SLIGRTLY

THAAN ouR SASAS

— CRUCIALLY DEPenNDS on THE FACT TNAT
RANDOr SYSTEMS OF
QUADRATIC EQUATIONS

NonN~INVeRT13LE

NULTIVARIATE
ARY TYpai<ALLY

- REQUIRES APBOUT SQUARE RooT OF TNE
NUMBER OF (osSTOLE PLRINTEXTS 7N ORDER
Te DETECT IN THe VARTOUS

CoLL1SIoNS
s  ELEMERNTS

BINAMS ATTACK 1S IMPosS18LE To RAPPLy
To SCHEMES WITH INVERTIBLE OPERATZONS
7S Too CoSTLY WHEN THE PLRINTEXTS

alN Db

conTRIN [R1TS.

AT LEAST 128

OTHER ATTACKS WHICA Do NOT ApPLY
To SASPS:

= GUESS oNE ROUND ANp VERIFY.
— MEET 2 THE m™mipDLE ATTACKS,
— DIFFERENTIAL ATTALCKS.

— IMPoSSIBLE TDIFFERENTIAL RATTACKS.
— TAME/ MEMORY  TRADEOFFS .

— ATTACKS BASED on TNCOMPLETE AVALANCHE




THE MRAId IDEA

"USE A MULTTISET ATTRCK .

~IN DIFFERENTIAL ATTRCKS WE FoLlow
THE EVerLUTIOoN OF pIFFERENCES [BETWEEN
Two ENSRYPTIONS

~ 1IN  MULT25€T ATTACKS, WE FOLLOW THE
NUmBER OF VALUES ORCUR  DURIn
THE EN<RYPTIonN OF A M™MULTISET OF

TYMES

INITIAL FLRINTEXTS
— THE FPROPERTIES WE NJSE:
?;er:m.@c; A SINGLE VALUgp REPERTED MULTIPLE T
('“””T‘"f'ﬁﬂ: ERCH VALUE ©6CCURS EXACTLY anCk
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pawadcep) B AOR OF ALL VALVE( (WTh mUersPsermees) 15 2er

(bvAay) p: CITNER P OR £

IT IS ERSY To SHoOwW THAT:
= AN INVERTIBLE OFERATION CRANGES THE
VALUES IN A MULTISET, BUT PRESERVES

ITS MULTISET O0F MULTIPLICITIES.

- A NoN INVERTTBLE
MERGE

GPERMTION <ApN ONLY
ENTRIES IN THE ™mUWIISET OF
MULTIPLICITIES.

~ PROPERTY € OR P (WITH moRE TNAN ONE Bz7)

TmeLy FPROPERTY R

— PROPERTIES E AND < RRE PRESERYED BY
ARBLTRARY MAPPINGS,

— PROPERTY ¢ TS PRESERYED BY 1NVeRTISU mApis

—~ PROPERTY B 1S CPRESERVED BY LINEAR MpPPInes

Avp BY AFFIdg MAPPINGS (w’]'rn MORE THAX ole &y
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PROPERTIES To A <INCATENRTION ©F RLock
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NoTe: TH1S IS A DEComPOSITION PROPERTY
NoT A CRossr PRODUCT, THE
DecomPos2TION OPERATION IS TRREVERSIS
S1nCE WE  LosSE TNE RPSSoc1ATIoN.

I7T 1S EASY TO SHOW:
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SROXES

IS TRRANSFogRmepd INTO
FROPERTY 5’1R BY AN PRBITRARY AFFINE
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k- )
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TRANSFormm
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THe STRUCTURE OF SASAS:
PUTTING IT RLL TOGETHER: TNE RA<TUAL

MULTISET ATTASK WITH 256 <HOSEN PLaIN
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FINDING TRE SROXES AT THE RoTTom:

— CONSIDER epch SBox In THE REVERSE

pregecTIon RS A LooxuP TABLE:
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~ WE ENJCRYPITED 256 PLAINTEXTS
— wg Know THE 256 CIFHERTEXTS,
WHICH FOINT To 256 gNTRIES (WITH
EE(’E‘T‘ITION!) INTO TH1S UNKNOwWN

TABLE OF THE REVERSED SAB0x.

— WE kNowW THRT THE X0oR oOF THE  25¢

T NTRIES IS 2ERo, SO WE GET ONE RRNDOM
LOOKING HomoGeNgovy (INEAR MAPPING]

To GET ONE EQUATION USE cec--CCP (2%
CHOSEN PLQ:NTEXTS)
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To GET 286 LINEPR F£QuaTions USE <CC--CPP
(ch ChoseN PLRINTEXTS)

EXPERIMENTAL RESULT: THE RANK oF THESE
2S¢ LINEAR EQUATIONS I~ 256 BINARY UNKNOWAS
WIS ALWAYS 22U

EXPLANRTION: THE SYSTem 15 INVARTANT UNDER:
~LINEQR MIXING OF TRHE <COLUMNS

i — COMPLEMENTATTON.,
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THE ATTACK SO FRR:

s
—USE 2  CROSEA PLRINTEXTS To RIND
PosSIBLE VALVES FoR ALL THe SBoxes

AT THRE BOTTom LAYER

~se 2" chosen  cIPueRTEXTS To F1r

POSSIBLE vALUES FOR RALL THE SBOXES

AT TRE Tof LRAYER

— SolviN& THE SYSTEMS OF FoIPTIoNS TRKE
SEVERRAL SECoNDS ON A SINsLE P<

~ WE CAN PEEL OFF  THE KNOWN LAYERS

ANp OBTRIN A SIMPLIFrsep ASA She
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THE ATTACk ON  ASA:
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~ 2dSTeap of FINDING THE INDIVIDURAL
CompodenTs WE'LL FINp A COMPRCT REPRESENTAL

of THIS TRRASFoRmpTION

0
THE ATTACK ON

RePRESENT THE
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5 FOR ERCH jecrr

IN ERCH SUBSPAcE
FIND 175 ouTtpur
VESTOR BY R QuerRy

a TNE ACTURL SULTPuUT
IS TRE xoR OF THE
Eé VECTeRS CONTRIBUTED
ROM THE ¥ SUBSPRCES

~ I2NSTeaD ofF FINDING THE INDIVIDUAL

ComfordenTs, WE'LL FIND A COMPACT REPRESENTAMY
of THIS TRAASFoRMmATION

FROBLEM: How <R WE QUickry DETERMINE
THE PRRTITIONING oF THE |2f Dtm
SPACE INTo THE DIRECT sSUm oF 16

smoLl §-Dim  SPACES,

k- |
THE ATTACk OAN ASA:
O LESS AMBITIOUS INTERMEDIATE COAL: FIND Spreer
OF PIMEATION 120:' S Prck RRRITRARY
(i -,

THEN M @mg HRS

DESTRED PROPEfSTJ
WITH PReB. 2",

To VERIFY THAT
M, M, ARE Goop
J 1,7 ’

TRY 25¢ RANDan .1

A ENCRYPT MBMmy
AND Mg @My

) | ACCEPT M, Mg
IF THE SPRCE Shaiiy

By s{mga.nz)m(me@pg

ISONLY 190-D1m,
~ aNSTeap ofF FINDIAS THE INDIVIDURAL
CompPorenis WELL FIND (1 COMPACT REPRESENTAT
of THIS TRAASForRmeTION

~ AFTER FINDING AC DIFFERENT 120-DIm
INPUT SPA<ES, FaNp TNE §-Drm 1INTERSECTTON

ofF ANY 1S5 OUT oF THEMm.

~ GIUrN PN TAPOT VECTOR, FIND TS 1€ PROJECTIONS
USE A TRB(E Lookvf FIR ERACH ONE OF THEM, AND XOR
TRE RESVLTS. TRIS IS THE DESIRED <OMPRcT Rg;ggﬁv
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THE STRUCTURE OF

EXTENSION: ADD

CRAINING To

SASARS:
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THE STRUCTURE OF SASAS:
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REMARK: &DDING A FULL A LAYER

BEFore/nF1ER  REQUIRES GUESSING A  §x128

SUICE OF THE mak1, ADDUT 277 1o me compioyy




